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Binaries are the
SINGLE SOURCE
for All Your Software




New Developer Tools
are Constantly and Rapidly Introduced
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Let's look at one attack...
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Let's look at one attack...

Compromised Amazon Q extension told Al to
delete everything — and it shipped

Malicious actor reportedly sought to expose AWS 'security theater'

A Tim Anderson Thu 24 Jul 2025 14:26 UTC

The official Amazon Q extension for Visual Studio Code (VS Code) was compromised to
include a prompt to wipe the user's home directory and delete all their AWS resources.

The bad extension was live on the VS Code marketplace for two days, though it appears
that the intent was more to embarrass AWS and expose bad security rather than to
cause immediate harm.




How it Happened.:

VS Code extension communicates with
Amazon Q utilizing malicious prompt

Attacker creates PR with

e PR accepted. Developers obtain
malicious prompt to New Version malicious Amazon Q VS
Amazon Q VS Code released Code extension
extension repository

r [ ]
— —
S—

O aws aws-toolkit-vscode

<> Code () Issues 576 i1 Pullrequests 111

@ aws-toolkit-vscode Fublic Amazon Q returns malicious

instructions to execute



SSC Threat Entry Points
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SSC Threat Entry Points

B BB B EE 1 @

CURATE CREATE PACKAGE PROMOTE DISTRIBUTE DEPLOY
MALICIOUS

PACKAGES 0-DAYs CVEs SECRETS



SSC Threat Entry Points
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NPM Package Hijack Overview ("Shai-Hulud" and co.)

e JFrog was first to report 5 of the compromised

packages
e Other packages identified by JFrog security
Packages Downloads scanners and marked as ‘malicious’ within just
compromised of compromised hours
package e Several JFrog customers remained seamlessly
npm versions protected with Curation blocking the risk

. JFrog Security & (F -

o . . 2 & We've been tracking what appears to be the largest npm
Atta C ke 'S | nJ eCte d mada | ICIOUS CO d e compromise in history over the past 24 hours, and it's still unfolding. Our
. ; monitoring infrastructure just detected that @DuckDE has also been
tO | nte rce pt daln d d Ve rt C I’y ptO compromised. Malicious packages including @duckdb/node-api@1.3.3,

@duckdb/duckdb-wasm@1.29.2, @duckdb/node-bindings@1.3.3, and

crren Cy tra NSa Ct| ons duckdb@1.3.3 were released approximately four hours ago.




Yet another Malicious NPM Package....

@ Media CISO STORIES TOPICS TOPIC HUBS EVENTS PODCASTS RESEARCH SC AWARDS s ChatGPT = COdepiIOt Ai

s
S
. GPTOnce | A 2188installs |
a

Your ultimate Al pair programmer for VS Code. Save conversations, resufiR¥
productivity with seamless ChatGPT integration. Supports GPT-40, GPT-4§
GPT-3, and Codex. ¢ One-click file creation @ Instant diff viewin € Smart

Google Calendar used as middleman for
stealthy NPM malware IR 1o stz

May 15, 202!

WLy < Share Overview Version History Q&A Rating & Review

Application security, Threat Intelligence, Malware, Supply chain

e CodePilot - Your Al Coding Assistant for VS Code

The legitimate Google Calendar platform was abused to facilitate malicious command-and-
control (C2) server connection in a stealthy NPM malware campaign discovered by
Veracode researchers.

Access OpenAl's GPT-40, GPT-4, GPT-3.5 and Codex models directly within Visual Studio Code

Repository for documentation, issue tracking and feature suggestions

VS Marketplace WU03 | Downloads 2M e RIETERERE

Same malware, same attacker - Now on VSCode

But this not just a VSCode issue



But this isn’t just for VSCode...
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¥ open-source

How installing a fake extension from

Open VSX led to cryptocurrency theft

This is a story of how a blockchain developer lost US$500 000 to a fake Solidity extension from

the Open VSX marketplace.

zak.eth {J (4

o (B

I've been in crypto for over 10 years and I've Never been hacked. Perfect
OpSec record.

Yesterday, my wallet was drained by a malicious @cursor ai extension for
the first time.

If it can happen to me, it can happen to you. Here’s a full breakdown. —

B



Spot the Malicious Extension

P 61K W5
solidity
Ethereum Solidity Language for Visual Studio Code
juanblanco -
P2M R 5
solidity

Ethereum Solidity Language for Visual Studio Code

juanblanco -




Why do SCA tools
SUCK?!

(at detecting malicious packages)

JFrog Security &
@ JFrogSecurity

Strong piece from SourceCodeRed sourcecodered.com/sca-sucks/
If traditional SCA struggles to spot malicious packages, what sets JFrog’s

malicious-package detection apart?
Our approach combines in-house scanners, curated public databases

Why SCA Sucks (at detecting malicious packages)

continuous monitoring of attack activity.
That proactive, layered strategy has let us identify true "zero-day"
malicious packages in the wild, including:

1. PyPl: mcp-runcmd-server

research.jfrog.com/post/3-malicio...

2. PyPl: soopsocks

research.jfrog.com/post/check-you...

3. npm: toolkdvv

jfrog.com/blog/malicious...


https://sourcecodered.com/sca-sucks/

The Solution

We Need to Curate the

Packages used in + the
Tools used to

Develop Software




JFrog's security research team

& All Projects » Curation > Policies > New Curation Policy

investigated the lifespan of
hijack attack

Policy Name Immature Package

Organization-wide

Organization-wide

~. Package version is

Policy Condition : .
immature (moderate)

Policy Condition Package version ___.:f__.'::.:'i‘ Operational
is immature
(moderate)
_ pm & VY 6o P § (+4)
Waivers
Detects 3rd party packages whose version
O C n eW I I I l I I la u re pa C a geS .-"'"..-'- -"‘-.,‘II Immature p:
' Actions & Notifications operational

(b a S e d O n a ge) \ — nave not yet been tes CI._ sufficiently for

factors such as stability, scale and more.

Select the required action if a violation occurs

O— 0

S Block Dry run Policy Effectiveness (g

Divert package managers to
mature versions for a seamless
dev experience



https://jfrog.com/blog/n-day-hijack-analyzing-lifespan-package-hijacking-attacks/
https://jfrog.com/blog/n-day-hijack-analyzing-lifespan-package-hijacking-attacks/
https://jfrog.com/blog/n-day-hijack-analyzing-lifespan-package-hijacking-attacks/

(Live Audit)

12 Month period

~110k New Packages

Downloaded
& o A % g @¥ A @ %
A Q A &y @ A & @ %) A )
& @ @ &
@ A & % A &
Z % & A @ ©
& %) - A O A O 7
1,253 3,803 1,027 11,000
Malicious CVEs Licenses violations Operational Risks hours of remediation saved

Curation Works.



Curating
Developer Extensions

Catalog

]

Curation

// in the file product.json in VSC folder

"serviceUrl":
"<YOUR_ARTIFACTORY_EXTENSION
_GALLERY_URL>"

©

.
— —
— —
G [ ]
Developer IDE Ext. Artifactory
Working in IDE Extensions Gallery

(Remote Repo)




The Challenge

e\l Juan Blanco ‘9--¢: i @) &

The extension that was impersonating vscode solidity (and many others
following the same pattern) have been removed. We have seen that a
fake extension or virus can spam many downloads (if that was their
technique). So how to identify is the right extension? The best way is to
look at the published date. The vscode solidity extension was published
on the 2015-11-19 at 7:35 am, the published date cannot be faked. The
extension was one of the first ones in the marketplace, after the official
announcement of the extension sdk the day before. So in case of doubt,
when choosing any extension.. check the date. @ethereum @code

solidity
Juan Blanco & 1,504,337 * & WA (25)

Ethereum Solidity Language for Visual Studio Code

Disable [ Usinstall % 7 Auto Update

e‘I Juan Blanco ‘@-‘¢- @) &
ajuantranblanco

In OpenVSX (used by cursor) this is the right extension open-
vsx.org/extension/juan... OpenVSX allows you to download and view
older versions of the extension, this is the best way to validate fake
extensions there as you can see the first time that the extension was
published there was 5 years ago and it was version 0.095.

solidity




Developer Extension Security Scope

Y ¥ | - mythril I B &

D O P & B v ¢ rubixi.sol X [0

solidity_examples > # rubixi.sol
1 pragma solidity 0.5.0;

|
<

Search Extensions in Marketplace

Click to import all local VS Code extensions (don't show again)
o contract Rubixi {
" //Declare variables for storage critical to contract
Vv Docker & 66K uint private balance = @;
&  Adds syntax highlighting, commands, hover tips, and linting for... uint private collectedFees = 0;
27 ms-azuretools install’ uint private feePercent = 19;

uint private pyramidMultiplier = 300;
uint private payoutOrder = 0;

address payable private creator;

modifier onlyowner {
if (msg.sender == creator) _;

}

struct Participant {
address payable etherAddress;
uint payout;

}

//Fallback function
function() external payable {
init();

}

//5ets creator
function dynamicPyramid() public {
creator = msg.sender;

}
Participant[] private participants;

//Fee functions for creator

function collectAllFees() public onlyowner {
require(collectedFees > 0);
creator.transfer{collectedFees);
collectedFees = 0;

}

function collectFeesInEther(uint _amt) public onlyowner {
_amt %= 1 ether;
if (_amt > collectedFees) collectAllFees();

require(collectedFees > 8);

creator.transfer(_amt);
collectedFees -= _amt;
}

Frimadkinm callacdNacene *NECnmmliiind e T e T

co Agents 17 develop &+ &0 A O Ln1,Col1 Spaces:4 UTF-8 LF Plain Text



While attackers are
targeting the new

Developers are
Swamped by the old



Number of CVEs
are Ever Increasing

20k

2021

25k

2022

28k

2023

40k

2024

r—_—_

50k

30k

2025

EQOY Estimate

August 2025



SLA times for Fixing CVEs
are Constantly Decreasing




We need to focus on
CVEs that are Critical

that Can be Exploited
and Running in Production
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Exploitation Requires the Victim to Y CVE-2023-29402 Detail
Download and Execute an ¥

Untrusted Malicious Package

Description
The g0 Comimand s

Y | [ A NIST: NVD Base Score:
' 9.8 CRITICAL

ADP: CISA-ADP Base Score:
—rw
4 CVE-2023-29402

of CVSS 9.8 Critical

JFrog Customers




We need to focus on
CVEs that are €riteat-

that Can be Exploited
and Running in Production
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73% . 85% :..

don’t even have an exploit aren’t exploitable with common usage



Contextual Analysis

CVE-2021-44228 XRAY-19

& Enriched data by |Frog Research tean

WHAT DOES IT DO?

= Flags vulnerabilities that are applicable
and exploitable in your organization

= Provides clear and research-backed
remediation guidance

Contextual Analysis

WHY IS IT IMPORTANT? B

The following evidences were found
= PLECY 5 EVILETILE S WeTe Tl &

= Eliminates noise by focusing on
rEIeva nt vVu I nerabilities (0] ] Iy The vulnerable function info/fatal/log/warn/trace/error/debug is called with

external input

" I m p roves reme d i d t i on Efﬁ C i en Cy, Path /project-java/LogdjSocketServer.jar/logdj-api-2.8.1 jar/org/apache/logging/log4
Location LogManager::<clinit>
eliminates wasted effort

88% Critical and 57% High CVE scores are
not as severe as indicated by the CVSS score

ocketServer. jar/logdj-api-2.8.1. jarforg/apache/logging/logd)




We need to focus on
CVEs that are €riteat-

that Can be Exptottea

and Running in Production
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(A -
(@ Runtime

. Protect Applications in Runtime

@ Al Projects v

Complete Runtime Visibility

Gain a clear and contextualized view of all
running applications and workloads. Ensure
Runtime integrity

Accelerated Incident Response and

Prioritization
Full visibility to image ownership and
deployment history

Automated Security Enforcement &
Integrity Checking

Automatically trigger security scans on active
images and verify application integrity




We need to focus on

CVEs that are-Critical-

that can be-Ex¢pleited-
and Running in-Proauctien-
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End-to-end Security with JFrog

AppTrust

Curation & Catalog

Xray & Advanced Security

GOVERNANCE MALICIOUS laC
AT THE EDGE PACKAGES SAST
LIVE PACKAGE CONTEXTUAL
ASSESSMENT |— CATALOG ANALYSIS DEEEE]E';I-OSN
A :
IDE Plugin Curate Create
SCA, Git Scanning JFrog CLI (Build): :
: Adv'anced Scan Gitreposand  Command Line : :
. Security, SAST  Git pulls (Frogbot) Interface

OPERATIONAL
RISK SCA
MISCONFIGS | | SBOM

Source Code Scanning

Package

Runtime

Promote

Distribute

Binary Scanning
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JFrog

Thank You
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