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Binaries are the
SINGLE SOURCE

for All Your Software
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New Developer Tools
are Constantly and Rapidly Introduced



New is where

Threat Actors Thrive



Let’s look at one attack… 



Let’s look at one attack… 



Attacker creates PR with 
malicious prompt to 
Amazon Q VS Code 
extension repository 

Amazon Q returns malicious 
instructions to execute

VS Code extension communicates with 
Amazon Q utilizing malicious prompt

Developers obtain 
malicious Amazon Q VS 
Code extension

PR accepted.
New Version 
released

How it Happened:
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SSC Threat Entry Points

AttackTamper

BINARIES PRODUCTION

Inject Discover AbuseStealExploit

MALICIOUS 
PACKAGES

0-DAYs CVEs SECRETS MISCONFIGS

DEPLOY RUN

CD

CREATE PACKAGE PROMOTE DISTRIBUTECURATE

CI



NPM Package Hijack Overview ("Shai-Hulud" and co.)

Packages 

compromised

26
Downloads 

of compromised 

package 

versions

2M
● JFrog was first to report 5 of the compromised 

packages

● Other packages identified by JFrog security 

scanners and marked as ‘malicious’ within just 

hours

● Several JFrog customers remained seamlessly 

protected with Curation blocking the risk

Attackers injected malicious code 

to intercept and divert crypto 

currency transactions



Yet another Malicious NPM Package…. 

Same malware, same attacker - Now on VSCode

But this not just a VSCode issue 



But this isn’t just for VSCode…





Spot the Malicious Extension



Why SCA Sucks (at detecting malicious packages)

https://sourcecodered.com/sca-sucks/


The Solution

We Need to Curate the 
Packages used in + the  

Tools used to 
Develop Software



Prevent The Next Attack With JFrog Curation

JFrog’s security research team 

investigated the lifespan of 

hijack attack

• Point Developers to 
Artifactory

• Set policies to eliminate hijack 
attack risk

Block new/immature packages 
(based on age)

• Make “Compliant Version 
Selection” effortless

Divert package managers to 
mature versions for a seamless 
dev experience

https://jfrog.com/blog/n-day-hijack-analyzing-lifespan-package-hijacking-attacks/
https://jfrog.com/blog/n-day-hijack-analyzing-lifespan-package-hijacking-attacks/
https://jfrog.com/blog/n-day-hijack-analyzing-lifespan-package-hijacking-attacks/


4
Malicious 

1,253
CVEs

3,803
Licenses violations

1,021
Operational Risks

~110k New Packages
Downloaded

Live Audit

12 Month period

11,000
hours of remediation saved
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Curation Works.



Developer
Working in IDE

Curation

Catalog

Artifactory
Extensions Gallery

(Remote Repo)

IDE Ext.

Curating
Developer Extensions

// in the file product.json in VSC folder

"serviceUrl": 
"<YOUR_ARTIFACTORY_EXTENSION
_GALLERY_URL>"



The Challenge



Developer Extension Security Scope



While attackers are 
targeting the new

Developers are 
Swamped by the old



Number of CVEs
are Ever Increasing

50k

20k

2021

25k

2022

28k

2023

40k

2024

30k

2025

August 2025

EOY Estimate



SLA times for Fixing CVEs
are Constantly Decreasing



CVEs that are Critical

that Can be Exploited

and Running in Production

We need to focus on



of critical severity CVEs
are grossly inflated

88% 



Exploitation Requires the Victim to
Download and Execute an 

Untrusted Malicious Package

1 Out 
of

JFrog Customers

3



CVEs that are Critical

that Can be Exploited

and Running in Production

We need to focus on



73% of

CVEs 
don’t even have an exploit

85% of

CVEs 
aren’t exploitable with common usage



WHAT DOES IT DO?

▪ Flags vulnerabilities that are applicable

and exploitable in your organization

▪ Provides clear and research-backed 

remediation guidance 

WHY IS IT IMPORTANT?

▪ Eliminates noise by focusing on 

relevant vulnerabilities only

▪ Improves remediation efficiency, 

eliminates wasted effort 

88% Critical and 57% High CVE scores are 

not as severe as indicated by the CVSS score

CVE Contextual Analysis



CVEs that are Critical

that Can be Exploited

and Running in Production

We need to focus on



Complete Runtime Visibility 
Gain a clear and contextualized view of all 

running applications and workloads. Ensure 

Runtime integrity 

Automated Security Enforcement & 

Integrity Checking 

Automatically trigger security scans on active 

images and verify application integrity

Accelerated Incident Response and 

Prioritization 
Full visibility to image ownership and 

deployment history

JFrog Runtime
Protect Applications in Runtime



We need to focus on

CVEs that are Critical
that can be Exploited

and Running in Production



Curate Create Package Promote Deploy Run

Git Scanning 
Scan Git repos and 
Git pulls (Frogbot)

IDE Plugin
SCA, 

Advanced 
Security, SAST

Distribute

JFrog CLI (Build)
Command Line 

Interface

End-to-end Security with JFrog

Edge & IoT 

Public

On Prem

Xray & Advanced Security Curation & Catalog

CONTEXTUAL
ANALYSIS

SAST

SECRETS
DETECTION

MISCONFIGS

IaC SCA

SBOM

OPERATIONAL 
RISK

LIVE 
ASSESSMENT

GOVERNANCE
AT THE EDGE

MALICIOUS
PACKAGES

PACKAGE 
CATALOG

Runtime

Source Code Scanning Binary Scanning

AppTrust



Thank You
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