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Responsible use of AI 

Zscaler does not use customer data to train 
global AI models 

Each customer owns their own data like user names, email 
addresses, device IDs, file content, etc. 

We only use metadata that does not contain customer or personal 
data for AI model training.

Read more at our blog.
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Key AI/ML trends uncovered by ThreatLabz

60%

Enterprises blocked a significant 
portion of AI/ML transactions

536B

Enterprise AI/ML 
transactions surpassed 
half a trillion 

46%

Nearly half of all 
AI/ML traffic came 
from the United States

#1

ChatGPT was the most 
used and most blocked 
AI application

TOP

3

Finance & Insurance, Services, and
Manufacturing drove the most 
AI/ML transactions

36X

Enterprise AI/ML tool usage 
surged 3,465%, 36x transactions 
year-over-year
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Varying rates of AI/ML adoption across industries 

Share of AI transactions by industry vertical Share of blocked AI transactions by vertical
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Share of AI transactions by country in the APAC region

APAC breakdown

Percentage share of AI/ML 
transactions from countries 
in APAC: 
● India (36.4%)
● Japan (15.2%)
● Australia (13.6%)
● Philippines (6.5%)
● Singapore (5.6%)
● New Zealand (4.6%)



How Threat Actors Leverage 
AI02
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AI-driven threats across the attack chain 
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5 prompts to deception: Generating phishing site
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Expanded Adversary Landscape

Traditional APT Group Prompt “engineer”
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Gain Initial 
Entry

Establish
Foothold

Deliver 
Malware

Install 
Malware

Steal 
Credential

s
Steal 
Data

Install 
Ransomware 

& Demand 
Payment

 

AI-driven Threats Across the Attack Chain 

Reconnaissance Initial Compromise
Lateral 

Movement
Data Loss and 

Malware Delivery

Discovery of attack surface: vulnerabilities 
for exposed assets (e.g.,vpns, firewalls, 

adc)

AI-generated exploits, phishing or 
polymorphic malware

Escalate privilege and identify
 crown-jewels

Steal data and deploy AI-powered 
exfiltration modules (likely emergent)



Data Center

Public Cloud

Eliminate 
Lateral Movement

User-to-app segmentation, 
App-to-app segmentation 

No network changes 

AI-powered 
threat protection 

SSL/TLS inspection at scale

Internet

Prevent 
Compromise

Minimize Your 
Attack Surface 

Apps and resources are 
hidden – few public IPs

 
No firewall/VPN attack surface

Stop 
Data Loss

Secure data-in-motion, 
Secure data-at-rest 

Users, workloads, devices

AI-driven protections across the attack chain 

They find you Compromise you Move laterally Steal Data



Zscaler Public AI Security

Control 
which apps are allowed 

and by which users

Protect 
sensitive data from being 

used by Gen AI Apps

See
which AI apps are in use, 

including Shadow AI



What is needed for strong private AI security

Visibility

▪ AI Applications or 
model

▪ Prompt Classification
▪ Prompts 

▪ Responses

Security

▪ Prompt injections
▪ Jailbreaks
▪ Malicious URLs
▪ Unreachable URLs
▪ Invisible text

Content Moderation

▪ Secret & PII detection 
▪ Language & code
▪ Topic detector
▪ Off topic detector
▪ Gibberish
▪ Competition

Access Control

▪ Rate limiting
▪ Model/app
▪ CRWD SIEM 

integration



Thank you


