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Unified Asset Inventory: Business Context
A Real-World Illustration
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New & Constant Cyber Risk Challenges
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Every tool is measuring risk differently, what are top 10 Risks?

39%
Increase in vulnerabilities and
exposures (CVEs) discovered worldwide.
‒ Qualys Threat Research

40,00340,003  CVEs discovered in 2024
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885Critical
TruRisk  Score

MEASURE | Quantify Cyber Risk in Business Terms COMMUNICATE | Executive Reporting and Ticketing ELIMINATE | Patch Mitigate & Track

QUALYS

Vulnerability App Security
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Compliance Attack Surface

Cloud Security AI Security
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THREAT INTELLIGENCE BUSINESS CONTEXT

Security and Risk Findings | Risk Identification (Built in threat intel feeds,
enriched with in-house vuln research) (CMDB, Custom Data Sources)

Qualys Enterprise TruRisk Management (ETM)
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First Risk Operations Center (ROC)



Prioritizing risky exposures which Matter, from 
millions of exposures

Risk Operations Center (ROC)

62.5M
ALL FINDINGS

2.17 M (4%)
Risky Exposures 

(QDS/QVSS)

304K (<1%)
Prioritized exposures 

for Business (with ACS context)

$3.12 M
Cost of Remediation

$612K
Cost of Remediation

$311K
Cost of Remediation

96% Reduction 99% Reduction

Dark web trending
Weaponized by threat 

actors
Malware/Ransomware attacks 

in the industry

Business Critical Assets (PCI, Internet 
Facing, DB, Revenue making App
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Prioritize the exposure with threat-context

9.5
Qualys 

Vulnerability
Scoring
System
(QVSS)

46 Exploits Weaponized
Exploit Exists

2 Malware 10 Threat Actors CISA KEV 0.74
EPSS

2 Month
Trending

7.6
CVSS

CVE-2013-3900
Dec 2013

NVD 
published

July 2024
CISA KEV



Deprioritize the exposure, if no threat-
context

9.9
CVSS

CVE-
CVE-2021-34458

6.5
QVSS

0 Exploits No POC
No Weaponization

0 Malware 0 Threat Actors NOT in 
CISA KEV

0.01
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NO
Trending



27.3
29.1

33.6
30.5

APAC Americas EMEA Global

Problem in Risk Reduction is 2-Fold

Weaponized CISA KEV 
Vulnerabilities

18 Days
Time To Weaponize

30.5 Days Mean Time To 
Remediate

82.4% Remediated Vulnerabilities

Exploitation 
Opportunities

12.5 Days

MTTR for Risky vulnerabilities 
need to be < 18 Days



Smart Chaining

No VPN

Rollback

RBAC

Patch via SCCM

Intune

ServiceNow 

Impact of Qualys TruRisk Eliminate

140M
Patches + 

Mitigations 
Deployed in 

last 12 months

140M
Patches + 

Mitigations 
Deployed in last 

12 months
Faster MTTR 

than traditional 
patch

40%

Customers in 
0-5 days MTTR

5% 

Customers in 
6-10 days

9% 

Customers in 11 
to 17 days

32%



Remediate Smart, Break Less with AI-powered 
Patch Reliability Score

Automate the safe 
majority

• Classify each patch (High, 
Medium or Low) 

• Risky vulns with high-
reliability recommended for 
automated patching.

• Cutting MTTR by 50–75%

Fewer outages, 
smarter testing

• Focus human effort on 
Medium with smart patch 
ring jobs. 

• Result: change-failure rate ≤5–
10% and fewer SEV 
incidents tied to patching.

Risk-aware when 
patching is risky

• When reliability is low, 
recommends mitigate / 
isolate until safe to patch.

• Keeping MTTR for risky 
vulns in single digits while 
protecting crown-jewel 
assets.



TruRisk Eliminate
Mitigate

• Leverage Qualys TRU’s provides 
mitigations to address vulns that cannot 
be patched/ fixed due to operational risk.

• Mitigated vulns are flagged in VM reports

Customize
to your Needs
• Library of remediation scripts
• Create your own remediations
• Create your own mitigations

Fix

• Fix vulns that do 
not have a patch

Patch

• Patch Windows, 
Mac, Linux OS and 
3rd party apps

• Automation with 
Zero-Touch

Isolate

• As last resort
• Isolate devices to 

ensure vulns cannot 
be exploited

• Vulns on those
assets are flagged
in VM reports

• Allow trusted apps
to communicate

AI Based 
Recommendation 

Engine

Map vulns to remediation & 
mitigation actions



Unified Asset 
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Risk Operations Center (ROC)
Measure, Communicate and Eliminate Cyber Risk

Machine Speed Detections Human Speed Remediations

Align Pace of Remediation with Detection Speed



A Marketplace 
of Cyber Risk 

Agents 

Your skilled, digital 
workforce for autonomous 

risk management



Specialized Built-In Cyber 
Risk Agents

Build your Own 
Agents

+











ETM - Executive Dashboards



ETM - Executive Dashboards



Compliance Assessment and Reporting
Audit-Ready, Continuously Compliant to 100+ mandates from assessment to fixing

Regulations

…and many more!

Asset discovery & management

Identities: passwords and accounts

Access control and permissions

System and file integrity

Auto discover your audit scope01

Collect and map Evidence
to get Audit Readiness report02

Know and automatically
fix prioritized audit gaps

03

Applications Operating Systems Cloud / Containers / VMs IT / Workstations / Servers IOT External Devices

API Lightweight Agent SensorsPlatform Services

01

02

03



Thank You
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