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Operationalising Al in Cyber
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Agenda

* Operationalising Al in cyber defence in increasingly complex
threat environments

* Unpack cyber incidents affecting organisations
* Practical approaches for improving cyber risk awareness

* Understand how executives are managing the unpredictable
nature of Al

a play by play playbook like an American football coach would use on the sidelines, without any American football
imagery, but with Xs and Os, lines and arrows, and something team leaders would look at when responding to a
business disruption including where people will go, what systems to restart first, where to obtain pre-deployed

supplies
"1 1
m |
- . -




Productivity

AN EEEEEEREEEREREE B

Reality

riving a jet, cinemati
- Upscaled (Subtle) by @




Productivity

-~ 4
'S S B EEEEESE B
.

Reality =5%




Productivity

Reality =5%

/

"v,i_.f’_.i:llllllllll B

V
. A ]
/8
/
/
/
/

T ~ ~. ~
~ ‘« ‘< ~
~ N < ~.
~ N ~ \-.\
~ '~ ~
~ N ~..
N, '~ ~.
~N N,
N .
N N
. ~.
N >
N S
~
~
~
N

an ai humanoid pilot jet, cinematic shot, High resolution, high deta
Sony Alpha A7 lIl --v 6. scaled (Subtle) by @jmlbmd777

CYAND o . O/ vidu Al



Al upgrades to improve
Shadow A| cybersecurity with automated threat
detection, monitoring and Al-driven

ECOnomy network operations
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Shadow Al Al upgrades to improve cybersecurity
with automated threat detection,
Economy monitoring and Al-driven network
operations

The Real Question
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Cause And

Effect

A stick figure watering a plant labeled 'fear' while nearby flowers wilt, minimalist thick line art
with a faint ripple texture in the background symbolizing psychological reinforcement and cause-
effect.. Cartoon Style, Stick Figure Art, Basic Drawing --no shading, realistic details, 3d rendering,
gradients, complex background, hand, fingers, pencil, pen, artist, text, letters, writing, words,
font, signature --chaos 10 --ar 16:9 --v 7.0 --stylize 150 - @dmvasiliuk

Operational Efficiency Trap




* 50+ vendors in cybersecurity

Al Adoption In
Business

* Will Al tools fragment the same way?

* Problem for now or your future Al twin?

Fragmentation & ANZ Reality
O

A stick figure watering a plant labeled 'fear' while nearby flowers wilt, minimalist thick line art with

signature --chaos 10 --ar 16:9 --v 7.0 --stylize 150 - @dmvasiliuk



A world moves fast, and so does technology. Businesses that adapt, win. With Al-driven
Cloud solutions, your IT becomes: Resilient, Secure Technology --v 6.1 --p 0g95uyo

Three Archetypes




A world moves fast, and so does technology. Businesses that adapt, win. With Al-driven
Cloud solutions, your IT becomes: Resilient, Secure Technology --v 6.1 --p 0g95uyo

—

g
:
e r/‘ -
.

g -

Surge in Al-Driven Advanced Security Data &
Attacks Defence Oversight

Al Use Cases

Three Archetypes



A world moves fast, and so does technology. Businesses that adapt, win. With Al-driven
Cloud solutions, your IT becomes: Resilient, Secure Technology --v 6.1 --p 0g95uyo

Use Cases
Measurable Al

Woolworths




A world moves fast, and so does technology. Businesses that adapt, win. With Al-driven
Cloud solutions, your IT becomes: Resilient, Secure Technology --v 6.1 --p 0g95uyo

L - /

Al Use Cases

Enterprise Al
Done Right.

(117
L1 1)

Commonwealth
Bank




A world moves fast, and so does technology. Businesses that adapt, win. With Al-driven
Cloud solutions, your IT becomes: Resilient, Secure Technology --v 6.1 --p 0g95uyo

se Cases

Reshaping
Operating
Models




A world moves fast, and so does technology. Businesses that adapt, win. With Al-driven
Cloud solutions, your IT becomes: Resilient, Secure Technology --v 6.1 --p 0g95uyo

Xenobots

https://www.advancedsciencenews.com/team-builds-first-living-robots/



https://deepmind.google/science/alphafold/

1Fold/EMBL-EBI/PDB Q8W3K0/Royal Society of Chemistry

Xenobots

https://www.advancedsciencenews.com/team-builds-first-living-robots/

Al Virus




CHRIS MILLER

* Disruption

- THE FIGHT FOR THE WORLD'S
/ MOST CRITICAL TECHNOLOGY

* Workforce »‘Impa/ct Reality
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Which cybersecurity threats pose the greatest

risk to your business’s continuity or growth this

year?




SEPARATING FACT FROM
FICTION

Which cybersecurity threats pose the greatest

risk to your business’s continuity or growth this

year?




SEPARATING FACT FROM
FICTION

Ransomware
Phishing
Cloud Vulnerabilities

Insider Threats

Supply Chain Attacks




Which cybersecurity threats or incidents have caused
the greatest operational disruption for your

organisation over the past year? (Operational

EffICIenCV) CHRIS MILLER

THE FIGHT FOR THE WORLD'S
MOST CRITICAL TECHNOLOGY




FortiGuard IR
Insights - 2024

Mark Robson

Principal Threat

Analyst - Fortinet
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What worked, what failed, and why
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| Tested The World's First "Al Ransomware"... And It Was A Disaster
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2.44K subscribers

https://www.youtube.com/watch?v=-gex_agqN3LA

https://www.fortinet.com/blog/industry-trends/ten-best-practices-for-outsmarting-ransomware
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Where will cybersecurity spending grow most, and
how will you measure ROI?

https://artlist.io/stock-footage/clip/sales-performance-data-visualization-profit/666023



Focus On Better Questions
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[f Anyone Builds It, E M PI R E
Everyone Dies O F AI
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Understand how executives are managing the
unpredictable nature of Al

% Nexus
KURZWE".. S e el




F::=RTINET



	Cornelius Mare
	Slide 1
	Slide 2
	Slide 3
	Slide 4
	Slide 5
	Slide 6
	Slide 7
	Slide 8
	Slide 9
	Slide 10
	Slide 11
	Slide 12
	Slide 13
	Slide 14
	Slide 15
	Slide 16
	Slide 17
	Slide 18
	Slide 19
	Slide 20
	Slide 21
	Slide 22
	Slide 23
	Slide 24
	Slide 25
	Slide 26
	Slide 27
	Slide 28
	Slide 29
	Slide 30
	Slide 31
	Slide 32


