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THE NEED FOR PREDICTIVE ANALYSIS

Al allows actors to intensify attacks and simplify evasion

"Anticipate and
p revent attaCkS Threat actors look at any exposed asset to reach their goals
before they
occur”

Specialized ecosystems evade traditional controls.

(1) Al Could generate 10K malware variants, evading detection in 88%. The Hacker News, December 23, 2024.
(2) Verizon DBIR 2025
(3) Infoblox Threat Intel infoblox.
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WHY DNS BASED THREAT INTEL?



DISRUPTING THREAT ACTORS WITH DNS

DNS GETS MULTIPLE INSIGHTS INTO A THREAT - AND CHANCES TO DISRUPT IT
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WHAT INSIGHTS CAN WE GET FROM DNS?

DNS Query Responses

Origin, Resolver, Region, Attributes ...

Name Servers g@ 3

Reputation, Provider...

Infrastructure @ §

Location, Provider

Registration |—;

Time, Date, Registrar...

/_; @ Query Distributions

Regions, Verticals, Volume, ...

— o) Domain Prevalence

Domain Usage, Associated Systems, ...

m Reputation History

Appearance in Malicious Campaign, ...

m  Available Threat Context
Threat Research, Attribution, OSINT ...

infoblox.



DETECTION BEYOND SIGNATURES AND REPUTATION

COUNTERMEASURES FOR SOPHISTICATED TECHNIQUES

crn123-45-6/8%a.baddomain.com

Signature Reputational
Detection Detection

cmn123-45-678%a.baddomain.com  DOBO01-01-82.baddomain.com 123PixieWay.baddomain.com  Jane-Smith.baddomain.com

Algorithmic
Detection

infoblox.
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WHY DNS BASED SECURITY CONTROLS?



Almost every internet connection
starts with a DNS guery

infoblox.



WHAT CAN DNS DISRUPT?

Initial Infection On-Going Communication

infoblox.
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DISRUPT AND BLOCK EARLIER
Cyber Kill Chain

Recon

Weaponize

Deliver

Exploit

Install C2

Y

v
Traditional Intel Sources

Sandboxing, Honeypot, IR
Forensics, OSINT, DRPS

v

Reactive Intel

Understand the last malicious payload

Action On
Obpjective
S

infoblox.



infoblox.

HOW DNS IS BEING ABUSED



HOW DNS IS BEING ABUSED

MALWARE, C2, DGAs, DoH

SolarWinds SUNBURST Backdoor DGA And Infected Domain
Analysis
AOAMA

i Business Enterprise

Getting strange ‘missed call’ SMS messages?
Here’s how to avoid the Flubot

If you’ve been receiving some strange, garbled SMS messages mentioning a missed
call or voicemail recently, you’re not alone. The messages are generated by malware
called Flubot, which spreads via SMS and can infect insecure Android phones.

infoblox.



C2 OVER DNS OVER HTTPS (DOH)
FLUBOT

e Android banki ng troja n - Dec 2020 Department of Internal Affairs | Te Tari Taiwhenua 'hﬁi Internal Aftairs_

Building a safe, prosperous and respected nation

« Masquerading as a courier delivery service app or

FOR PEOPLE, COMMUNITIES FOR CENTRAL AND WHAT'S NEW PUBLICATIONS DATA AND ABOUT US CONTACT Us
AND BUSINESSES LOCAL GOVERNMENT ON THIS SITE AND REPORTS STATISTICS

a voicemail app

. (ST NR T N I ECH e versions of Flubot text message scam emerge

of C2 server

* Time-based DGA generates 5,000 domain names,
What you see:

Nl

all 15 characters long using“.ru”, “.su” or “.cn” TLDs

. (DoH) used to establish

https://blog.f-secure.com/flubot_doh_tunneling/ infoblox.



HOW DNS IS BEING ABUSED

DNS TUNNELLING, DATA EXFILTRATION

securityaffairs

B1TXOR20 LINUX BOTNET USE DNS TUNNEL AND
LOG4) EXPLOIT

BLEEPINGCOMPUTER

NEWS ~ TUTORIALS ~ VIRUS REMOVAL GUIDES ~ DOWNLOADS ~

ty > Windows POS malware uses DNS to smuggle stolen credit cards

Windows POS malware uses DNS to smuggle stolen credit cards

infoblox.



DATA EXFILTRATION OVER DNS
ALINA POS

ALINA POINT-OF-SALE MALWARE CLASSIFICATIONS

Distribution: Visa Issu essors and Acquirers

Summary

File Name bcastdvs.exe / OneDriveUi.exe

Source Virus Total

MD5 d000bd7c56811eec4067a4b7401bcb38

SHA1 f5e89c72f62ea9a51161b2e1407c719903308e41

SHA256 55b2f3b67108a58c4cb81c3550115956cb07139e39a37ce9eb57ff4fb41d832 e e s e
SSdeep 3072:VV3QHwn7YMzN5bkFxuy3U7qzxyeeiY5ddfkiuy4TwROrHB1O5NVyT8:D7f3kFwzqz8e/YHPuLTzOfVyg

Note Alina POS Malware (DNS Variant)

Sample 4

DNS zuzndv_EkO7|50X86-SH-umQm5DjxNney8bG.analytics-akadns[.Jcom ' _

Request(s) yczA8vzDkO7150X86-SH-umQm5D53svY3g.analytics-akadns[.Jcom S A —
yczA8vzDkO7150X86-SH-umQm5D6w8TN.analytics-akadns[.Jcom
yczA8vzDkO7150X86-SH-
umQm5CQ2sXZhM_Sz5CQmZycmZ2dkpmTkpOemJ2cl5.iYm5uYmpuampgampgbk5mam5qga
mpgampKdnZgamg.analytics-akadns[.Jcom

| |
encoded data in subdomain
https://usa.visa.com/dam/VVCOM/global/support-legal /documents/visa-security-alert-alina-pos-malware. pdf infoblox



DNS QUERIES BYPASSING PERIMETER CONTROLS

yczA8vzDkO7I50X86-SH-umQm5CQ2sXZhM_Sz5CQmZycmZ2dkpmTkpOemJ2cl5.iYm5uYmpuampgampgbk5mam5gampgampKdnZgamg.analytics-akadns[.Jcom

Download CyberChef ¥
Operations
Search...

Favourites

Data format
Encryption [ Encoding
AES Encrypt

AES Decrypt

Blowfish Encrypt
Blowfish Decrypt

DES Encrypt

DES Decrypt

Last build: 3 months ago - Version 10 is here! Read about the new features here Options * About [/ Support 0

Recipe

From Base64

Alphabet
A-Za-z0-9—_

~ 0l 8

Remove non-alphabet chars

[] strict mode

Auto Bake

Input + O2] @ =

yczA8vzDk07150X86—-SH-
umQm5CQ2sXZhM_Sz5CQmZycmZ2dkpmTkpOemJ2c15. iYm5uYmpuampgampgbk5mam5gampgampKdnZgam
g

mec 103 = Tr Raw Bytes <« LF

Output A« ROm::

cfjXVi:DONOVAN-PC:1::pos.exe::366377839894276=221120100000019301000000877000

AMERICAN EXPRESS

N
3bb3 J]/"IQSES Q42

1b
St
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HOW DNS IS BEING ABUSED

PHISHING, LOOKALIKES

TECHNOLOGY / NEWS

NZ Police warn against elaborate QR code attacks: don't

panic, but beware where the scans want to take you |

Scam Alert /.

Watch out for this scam message pretending
to be from NZ Post. If received, don't click

[NZTA] Overdue Notice:Please loc any links and delete immediately.
view your toll invoice:
https://bit.ly/6111g? TMc=1SZO5¢jNz peseeleliionts it

warehouse and has been

suspended for delivery due to a
missing home number in the
package. Please update:

If you fail to pay,we will submit it tg
court within 15 working days or so.

https://nzpost

infoblox.



HOW DNS IS BEING ABUSED

ADTECH, TRAFFIC DISTRIBUTION SYSTEMS (TDS)

hnology > Security

Microsoft files legal action
against information-stealing |€=D

Banking passwords stolen from Australians

malwalfe Lumma Ste ale ) are being traded online by cybercriminals

By national technology reporter Ange Lavoipierre

Au ment
EN d =

.
- M

e e basics rotect yoursel reats r esources for Business an

Home > Aboutus > View all content > Alerts and advisories > The silent heist: cybercriminals use information stealer malware to compromise corj
; ; o {onli

The silent heist: cybercriminals use OlLlUC
n

information stealer malware to
compromise corporate networks

infoblox.



TRAFFIC DISTRIBUTION SYSTEM (TDS)

Visitors

20

Victims

o

Publishers

| ECCC—

>

Malicious
Publishers

/e

Advertisers

@ Travel
tcﬁ(i Retailer
x Apparel

Malicious

Advertisers

Fake AV
Gift Card Fraud

Crypto Scams

Attackers can’t use Google AdSense

So they use a malicious TDS to deliver
to
while remaining

Operating since 2015,
registered unique domains, using
and rotates of

domains per day

Infoblox tracks
in

infoblox.



USING TDS TO DELIVER INFOSTEALER MALWARE

1 Visit compromised site 2 Fake CAPTCHA 3 ' Information Stealer
Download &
IMPORTANT ACCOUNT INFORMATION FROM VERIZON WIRELESS. launch
obfuscated
code
Verification v
(EDR Bypass)
/(l)\ A A
NaY,
Victim
1 2 3 v
Profile and
Initial Landing Redirect Traffic Weaponised Domains Access Brokers
Based on OS, GEO, —

Domains Counterintel, Trackers. harvesting credentials

Cookies, etc via Lummastealer

Hikd Affiliate
Operating Actor - infoblox.
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PROTECTIVE DNS (PDNS) BECOMING IMPERATIVE



INCREASED ADOPTION OF PDNS

GCP DNS Armor - other CSPs to follow Google Cloud  Blog ( comates )

NIST- PDNS included in Special Publication secuty & gty

New DNS Armor can help detec

ASD - Inclusion of PDNS in ISM NIST

Information Technology Laboratory

el - - - elel:

N AUSTRALIAN
SIGNALS
- H DIRECTORATE

/ACSC

Draft)

(DNS) Deployment Guide

Protective Domain Name System Services

A protective Domain Name System (DNS) service can be an effective way of blocking requests made by an organisation’s
users, or malicious actors on an organisation’s network, to known malicious domain names — either as part of an initial
compromise or subsequent command and control activities. DNS event logs captured by a protective DNS service can
also be useful for investigating any exploitation attempt or successful compromise of a network by malicious actors.

In selecting a protective DNS service, many commercial offerings exist. In addition, the Australian Signals Directorate
(ASD) also offers a free protective DNS service for all levels of government.

Control: ISM-1782; Revision: 1; Updated: Dec-22; Applicability: All; Essential Eight: N/A

A protective DNS service is used to block access to known malicious domain names.
1S LG Nane Syt (wive) praya annnegraniuie i ever y viganization’s security posture by translating domain names into IP

addresses. It can serve as an enforcement point for enterprise security policy and an indicator of potential malicious activity on a

network. A disruption or attack against the DNS can impact an entire organization

Get started for free

infoblox.



LEARN, VALIDATE AND EVALUATE

STEPS TO BETTER UNDERSTAND HOW DNS IS BEING ABUSED IN YOUR NETWORK TODAY!

Customer enablement initiative, 2-4 hours to educate on how DNS is used by threat actors and
better understand the role of DNS in modern cyber threats

Real Time customer DNS traffic analysis, to detect insights into potential malicious DNS activity
like attacks, threats, content and brand reputation

Quick review by using simple DNS queries to assess a company’s DNS security posture and
identify potential gaps including data exfiltration and infiltration

infoblox.



Thank you infoblox.
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