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Turning DNS Data into 
a Predictive Defense
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Action On 
Objectives

Initial 
Access

Recon Weaponize Deliver Exploit Install C2

TRADITIONAL CYBERSECURITY CONTROLS

Cyber Kill Chain

Traditional Intel Sources

Reactive Intel
Understand the last malicious payload

Sandboxing, Honeypot, IR 
Forensics, OSINT, DRPS
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Malicious AI breaks controls
AI allows actors to intensify attacks and simplify evasion
88% of AI generated malware renders False Negatives (1)

Professional evasion and deception
Specialized ecosystems evade traditional controls. 
82% of customers had DNS queries into malicious adtech (3)

Adversaries move to new targets
Threat actors look at any exposed asset to reach their goals
46% of stolen corporate logins are from non-managed devices 
(2)

”Anticipate and 
prevent attacks 

before they 
occur”

(1) AI Could generate 10K malware variants, evading detection in 88%. The Hacker News, December 23, 2024.
(2) Verizon DBIR 2025
(3) Infoblox Threat Intel

THE NEED FOR PREDICTIVE ANALYSIS
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WHY DNS BASED THREAT INTEL?
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DISRUPTING THREAT ACTORS WITH DNS
DNS GETS MULTIPLE INSIGHTS INTO A THREAT – AND CHANCES TO DISRUPT IT

Reactive

EDR

NGFW

Web Gateway

SASE

XDR

Cybercrime Operations Chain

Proactive

Threat Actor
Registers Domains

Configures Sub-
domains, MX 

records

Launches
Attack

Sets up
DNS Infrastructure

First Query
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WHAT INSIGHTS CAN WE GET FROM DNS?

Query Distributions
 Regions, Verticals, Volume, …

Domain Prevalence
Domain Usage, Associated Systems, … 

DNS Query Responses
Origin, Resolver, Region,  Attributes … 

Name Servers
Reputation, Provider…

Registration
Time, Date, Registrar…

Infrastructure
Location, Provider

Reputation History
Appearance in Malicious Campaign, …

Available Threat Context
Threat Research, Attribution, OSINT … 

Real-time

Telemetry

Historical

Passive DNS
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DETECTION BEYOND SIGNATURES AND REPUTATION
COUNTERMEASURES FOR SOPHISTICATED TECHNIQUES

crn123-45-6789a.baddomain.com

Signature

Detection

Reputational

Detection

Algorithmic

Detection

crn123-45-6789a.baddomain.com DOB01-01-82.baddomain.com 123PixieWay.baddomain.com Jane-Smith.baddomain.com
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WHY DNS BASED SECURITY CONTROLS?
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Almost every internet connection 
starts with a DNS query
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WHAT CAN DNS DISRUPT?

Initial Infection On-Going Communication
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Traditional Intel Sources

Reactive Intel
Understand the last malicious payload

Cyber Kill Chain

Action On 
Objective

s

Initial 
Access

Recon Weaponize Deliver Exploit Install C2

Sandboxing, Honeypot, IR 
Forensics, OSINT, DRPS

DISRUPT AND BLOCK EARLIER

Pre-Attack Telemetry

Uncover Actor
Logistics 

Domain Registration, Service 
Activation,  Infrastructure, 

Reputation and More
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HOW DNS IS BEING ABUSED
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///////////////////////////// ////// //////////////c/// ////// / / / 
/////////// ////// / / / /////////////// ////// ////// / / / / / / / / /////// 

////////b n///////xc ///c m// ////////////////////////// 
/////////////////////////////// //////////////// // /////////c////////////// 

////// / / / / //////// //////////////////////////////////////

MALWARE, C2, DGAs, DoH

//////////////////////////////////////

HOW DNS IS BEING ABUSED
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C2 OVER DNS OVER HTTPS (DOH)

https://blog.f-secure.com/flubot_doh_tunneling/ 

https://cloudflare-dns.com/dns-

query?name=798f300c.2.1.4NLIV5GLKFX6Z2JE6TPBEUMKPR

KKSGHUEYFGIQNSS4HOR3GFQO6PGCMI5YJKBSB.IK5XFEVIV3EC

2C2MNEJKUPNWNU27SU3WACGD4YARQ.yacwryqiccwhlvm[.]ru

&type=TXT

What you see:

• Android banking trojan - Dec 2020

• Masquerading as a courier delivery service app or 

a voicemail app

• Domain Generation Algorithm (DGA) to resolve IP 

of C2 server

• Time-based DGA generates 5,000 domain names, 

all 15 characters long using“.ru”, “.su” or “.cn” TLDs

• DNS over HTTPS (DoH) used to establish C2 

communication

FLUBOT
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///////////////////////////// ////// //////////////c/// ////// / / / 
/////////// ////// / / / /////////////// ////// ////// / / / / / / / / /////// 

////////b n///////xc ///c m// ////////////////////////// 
/////////////////////////////// //////////////// // /////////c////////////// 

////// / / / / //////// //////////////////////////////////////

MALWARE, C2, DGAs, DoH

//////////////////////////////////////

HOW DNS IS BEING ABUSED

DNS TUNNELLING, DATA EXFILTRATION

//////////////////////////////////////
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DATA EXFILTRATION OVER DNS
ALINA POS

https://usa.visa.com/dam/VCOM/global/support-legal/documents/visa-security-alert-alina-pos-malware.pdf

yczA8vzDkO7l5OX86-SH-umQm5CQ2sXZhM_Sz5CQmZycmZ2dkpmTkpOemJ2cl5.iYm5uYmpuampqampqbk5mam5qampqampKdnZqamg.analytics-akadns[.]com

encoded data in subdomain actor controlled domain
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DNS QUERIES BYPASSING PERIMETER CONTROLS

yczA8vzDkO7l5OX86-SH-umQm5CQ2sXZhM_Sz5CQmZycmZ2dkpmTkpOemJ2cl5.iYm5uYmpuampqampqbk5mam5qampqampKdnZqamg.analytics-akadns[.]com



18

///////////////////////////// ////// //////////////c/// ////// / / / 
/////////// ////// / / / /////////////// ////// ////// / / / / / / / / /////// 

////////b n///////xc ///c m// ////////////////////////// 
/////////////////////////////// //////////////// // /////////c////////////// 

////// / / / / //////// //////////////////////////////////////

MALWARE, C2, DGAs, DoH

//////////////////////////////////////

HOW DNS IS BEING ABUSED

DNS TUNNELLING, DATA EXFILTRATION

//////////////////////////////////////

PHISHING, LOOKALIKES

//////////////////////////////////////
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///////////////////////////// ////// //////////////c/// ////// / / / 
/////////// ////// / / / /////////////// ////// ////// / / / / / / / / /////// 

////////b n///////xc ///c m// ////////////////////////// 
/////////////////////////////// //////////////// // /////////c////////////// 

////// / / / / //////// //////////////////////////////////////

MALWARE, C2, DGAs, DoH

//////////////////////////////////////

HOW DNS IS BEING ABUSED

DNS TUNNELLING, DATA EXFILTRATION

//////////////////////////////////////

PHISHING, LOOKALIKES

//////////////////////////////////////

ADTECH, TRAFFIC DISTRIBUTION SYSTEMS (TDS)

//////////////////////////////////////
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TRAFFIC DISTRIBUTION SYSTEM (TDS)

Visitors
Advertisers

Google 
AdSense

Publishers

Victims

Malicious 
Advertisers

Malicious 
Publishers

Attackers can’t use Google AdSense

So they use a malicious TDS to deliver 
the right content to the right audience 

while remaining undetected

Operating since 2015, Vextrio Viper 
registered 80k+ unique domains, using 
Dictionary DGAs and rotates 100's of 

domains per day

Infoblox tracks ~100 malicious TDS 
clusters in near real time

Legitimate AdTech

Malicious AdTech / TDS

TDS

Travel

Retailer

Apparel

Gift Card Fraud

Fake AV

Crypto Scams
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Visit compromised site Information StealerFake CAPTCHA

(EDR Bypass)

USING TDS TO DELIVER INFOSTEALER MALWARE

Download & 
launch 

obfuscated 
code

Victim

1 2 3

Profile and 
Redirect Traffic
Based on OS, GEO, 

CounterIntel, Trackers, 
Cookies, etc

Initial Landing 
Domains
Thehartfford[.]com
Onlinetesco[.]com
Verizoninterprise[.]com

Weaponised Domains
Privacy-shield[.]online
Passpass[.]online
Sbrowse[.]me
Stealth-browse[.]cc
Guard-mate[.]online

Decoy Site
Benign Content Affiliate

Access Brokers 
harvesting credentials 

via Lummastealer 

Operating Actor - Vane Viper

1 2 3
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PROTECTIVE DNS (PDNS) BECOMING IMPERATIVE
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INCREASED ADOPTION OF PDNS

• GCP DNS Armor – other CSPs to follow

• NIST– PDNS included in Special Publication

• ASD – Inclusion of PDNS in ISM
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LEARN, VALIDATE AND EVALUATE
STEPS TO BETTER UNDERSTAND HOW DNS IS BEING ABUSED IN YOUR NETWORK TODAY!

DNS SECURITY WORKSHOP
Customer enablement initiative, 2-4 hours to educate on how DNS is used by threat actors and 
better understand the role of DNS in modern cyber threats

DNS SECURITY ASSESMENT
Real Time customer DNS traffic analysis, to detect insights into potential malicious DNS activity 
like attacks, threats, content and brand reputation

DNS SECURITY AUDIT 
Quick review by using simple DNS queries to assess a company’s DNS security posture and 
identify potential gaps including data exfiltration and infiltration
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Thank you
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